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This report presents the results of a follow-up review of our Fiscal Year 1997 report titled,
Review of the Selection, Control and Disposition of District Examination Cases. We
initiated this follow-up review to evaluate the effectiveness of the Internal Revenue Service's
(IRS) corrective actions taken to improve the Examination Returns Control System (ERCS)
and the Integrated Data Retrieval System (IDRS) which are used to control these activities.

In summary, IRS' corrective actions have improved the control over examiners’ activities
and will reduce the risk of inappropriate actions taken on future examination cases.
However, the IRS has not adequately reduced the risk of abuse to taxpayers’ rights and
taxpayer data.

To provide further protection, we recommend improvements in the ERCS audit trail (a
computerized system used to record significant events), including a process for reviewing
user activities and for providing data to users of the audit trail. ERCS controls could be
improved to eliminate acting managers from having the ability to approve their own requests
to modify examination records for cases they are individually assigned. Examination
management should provide more effective oversight of examiners’ IDRS capabilities to
order tax returns, and to establish, update, and close examination records.

The Chief Operations Officer and Chief Information Officer agreed with our
recommendations and have agreed to take corrective actions. Management's comments
have been incorporated into the report where appropriate and the full text of their comments
is included as an Appendix.

Copies of this report are being sent to IRS managers who are affected by the report
recommendations. Please call me at (202) 622-6510 if you have any questions, or your
staff may contact Maurice Moody, Acting Assistant Inspector General for Audit at

(202) 622-8500.
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Executive Summary

A previous Inspection Service audit report titled, Review of the Selection, Control and
Disposition of District Examination Cases, dated October 1996 (Report Reference
Number 070106), reported several weaknesses in two Examination Division processing
and case control systems - the Examination Returns Control System (ERCS) and the
Integrated Data Retrieval System (IDRS). Examination relies heavily on these two
computerized systems in the case selection, control and disposition processes. When
ERCS and IDRS controls are ineffective, IRS is at greater risk that employees could sell
taxpayer information, harass taxpayers, conduct unauthorized examinations, or
intentionally lose returns without detection. Consequently, IRS risks losing the public’'s
confidence in its ability to protect the privacy and security of taxpayers personal and
financial information. Asaresult of the previous audit, the IRS Commissioner reported
Examination Case Assignment and Inventory Controls, which included ERCS, as a
material weakness to the Department of the Treasury for the 1997 Federal Managers
Financial Integrity Act (FMFIA) reporting. ERCS continued as an FMFIA material
weakness in 1998.

The objectives of our review were to determine if the IRS had taken corrective actions on
the issues presented in the October 1996 report and to determine if those actions were
effective.

Results

IRS took corrective actions to improve ERCS controls. The improved controls reduced
the risk of inappropriate actions on the approximately 1.7 million examinations closed
during Fiscal Year 1998.

However, corrective actions were not effective in the following areas:

ERCS has not received a security certification as required by government guidelines.

The Chief Information Officer (CIO) did not ensure the certification was completed
timely.

2d, 2e-

ERCS does not prevent acting managers from approving actions on their own
inventories. This condition exists because developersin the CIO's Office
misinterpreted Examination’ s requirements.

Page i



The Examination Returns Control and Integrated Data Retrieval Systems Can
Be Improved to Protect Taxpayer Rights During the Audit Process

Examination management did not adequately limit examiners IDRS capabilities to
order tax returns and to establish, update and close examination records. The
memorandum from the Assistant Commissioner (Examination) prohibiting examiners
and managers from having these capabilities was not followed by Operations.

Examination personnel were not analyzing cases closed due to errors or unlocatable
returns to identify and quantify errors, procedural deficiencies, or integrity situations.
The instructions provided by Examination management did not specifically address
how or what information needed to be analyzed.

Summary of Recommendations

IRS needs to take additional actions to enhance the effectiveness of Examination controls
and provide further protection of taxpayer rights and tax return data. Information Systems
and Examination management can reduce the risk associated with the Examination
Division’'s use of ERCS and IDRS by effectively implementing the following
recommendations.

The Assistant Commissioner (Examination) should request the CIO to:

Develop a process to convert the audit trail filesto aformat that can be used by
external users.

Capture the Socia Security Number of each ERCS user and the accesses made in the
audit trail.

Prevent acting managers from having the ability to approve any changes to their
inventory.

The Assistant Commissioner (Examination) needs to direct district management to:

remove examiners capabilities to order tax returns and to establish, update, and close
examination records; review IDRS usage reports; and ensure field offices monitor and
report the results of their analyses of case closures due to errors or unlocatable returns.

The CIO must ensure the system security certification process for ERCS is completed.
The CIO must also develop and implement a process for reviewing ERCS user activities,
and ensure the ERCS audit trail can be provided to external usersin a searchable format.
Additionally, Examination and Information Systems need to work cooperatively to
Improve the effectiveness of ERCS.

Management’s Response: The Chief Operations Officer and ClO agreed with our
recommendations and have agreed to take corrective actions. Management's comments
have been incorporated into the report where appropriate and the full text of their
comments is included as Appendix V.

Page ii
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Objective and Scope

The primary objective of this review was to determine if
the Internal Revenue Service (IRS) took adequate and
effective actions to correct the material control
weaknesses identified in a prior audit report titled,
Review of the Selection, Control and Disposition of
District Examination Cases, dated October 1996 (Report
Reference Number 070106). We tested the capabilities
given to users of two Examination Division case control
systems - the Examination Returns Control System
(ERCS) and the Integrated Data Retrieval System
(IDRS). Examination relies heavily on these two
computerized systems in the case selection, control and
disposition processes. (Further definition of ERCS and
IDRS is presented in Appendix VI1.) We reviewed
updated procedures; interviewed personnel responsible
for developing, implementing and carrying out
automated and manual procedures; and tested the
effectiveness of new procedures.

Fieldwork was performed in the office of the Assistant
Commissioner (Examination), the Charlotte
Development Center, and the following district offices:
Georgia, Illinois, Los Angeles, Manhattan, North Texas,
Ohio, South Florida and Pacific-Northwest. Audit work
was conducted between June and October 1998 in
conformance with Government Auditing Standards.

2d, 2e-

Appendix | to this report contains the detailed
objectives, scope and methodology of our review. A
listing of major contributors to this report is shown in
Appendix II.
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The October 1996 audit report
led to ERCSbeing reported as
an FMFIA weakness.

There areinherent risksin the
sdlection, control, and
disposition of examinations.

Background

The prior audit report identified several control
weaknesses in Examination’s use of ERCS and IDRS.
As aresult, the IRS Commissioner reported
Examination Case Assignment and Inventory Control,
which included ERCS, to the Department of the
Treasury as a material weakness for 1997 Federal
Managers Financia Integrity Act (FMFIA) reporting.
ERCS continued as an FMFIA material weaknessin
1998.

The October 1996 report stated that:

IRS had not given ERCS a security certification or
ensured that the system effectively limited
examiners and managers capabilities.

Examination Division was not effectively limiting
examiners and group managers IDRS capabilities.

ERCS design did not prevent managers from having
individual inventories.

Examination Division was not identifying and
analyzing the causes of cases closed as errors or
unlocatable.

Tax returns are assigned to Examination employees and
controlled through a variety of computer programs.
Examination relies heavily on ERCS and IDRS to
process and control cases. Due to thisreliance, and as
technology increases, the IRS must ensure security and
processing controls are in place to minimize the risk of
Improprieties and erroneous actions.

Effective internal controls serve as a deterrent to
employees who may engage in practices that abuse
taxpayer rights. When ERCS and IDRS controls are
ineffective, Examination employees could sell taxpayer
information, harass taxpayers, conduct unauthorized

Page 2



The Examination Returns Control and Integrated Data Retrieval Systems Can
Be Improved to Protect Taxpayer Rights During the Audit Process

IRS actions since the October
1996 audit report have
improved the control over
Examination cases. However,
several control weaknesses
still need to be addressed.

Enhancements made to the
ERCSapplication provide

controlsthat better protect
taxpayers' rightsand the

Government’ s interest.

examinations, or intentionally lose examinations without
detection.

Results

IRS management has taken some corrective actions in
response to the October 1996 report. Appendix |V
summarizes the status of the specific recommendations
made in the October 1996 report. These actions, which
are discussed in more detail later in this report, have
improved the control over examiners and managers
activities and will reduce the risk of inappropriate
actions being taken on future examination cases.
However, management has not adequately reduced the
risk of abuse to taxpayers' rights and taxpayer data. We
have organized the results of our review into the
following three areas. ERCS Controls, Examiners
IDRS Capabilities, and Case Closures Due to Errors or
Unlocatable Returns.

ERCS Controls

The October 1996 report stated that the ERCS design
did not meet general government security guidelines.
Specificaly, the ERCS security certification had not
been completed, 2d, 2e -- -- --
2d, 2e------- and ERCS did not effectively limit user
capabilities.

In response to that report, Examination and Information
Systems jointly developed the following improvements
in the ERCS application:

ERCS now identifies employees who initiate
updates.

ERCS captures sensitive activity on taxpayer cases
and user accounts in a computerized audit trail.

ERCS automatically requires return requisitions,
case updates, and changes to user capabilities to be
approved by authorized management officials.
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Security certification serves as
the basis for whether a system

can be accredited for use.

ERCS prevents the assignment of cases to group
managers.

ERCS prevents examiners and managers from
obtaining enforcement statistics.

These improvements help protect taxpayer rights and
should deter employees from taking inappropriate
actions on taxpayer accounts. However, management’s
corrective actions did not effectively address all
weaknesses with ERCS.

Information Systems management needs to ensure
the ERCS security certification is completed.

Examination and Information Systems management
need to improve the monitoring capabilities and
usability of the audit trail.

Examination and Information Systems management

need to address additional significant issues to
provide an effective audit trail.

Examination management needs to ensure examiners
in acting assignments do not have the ability to
approve their own requests.

Information Systems Management Needs to
Ensure That the ERCS Security Certification Is
Completed

Security certification is atechnical evaluation for the
purpose of accreditation. As part of the security
certification process, the IRS must determine if the
system being evaluated meets the Controlled Access
Protection (C2) requirements according to Treasury
Directive 71-10.

The October 1996 audit report stated that ERCS had not
been scheduled for security certification. Examination
management responded by asking Information Systems
to complete the certification process.

Page 4
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I nformation Systems has not
certified ERCS

As of October 1998, ERCS still had not received a
security certification as required by government
guidelines. Examination management submitted the
required documentation necessary to complete the
certification. However, CIO personnel explained that
due to the emphasis on Y ear 2000 issues, staff resources
were not available to complete the ERCS certification.
Without security accreditation, the IRS cannot provide
reasonable assurance to taxpayers under examination
that their personal data are protected from unauthorized
access or disclosure.

Recommendation

1. The CIO must ensure that the certification process
for ERCS is completed.

Management’s Response: To address recommendations
1 through 3 in this report, Examination will request
Information Systems to update the level of security for
ERCS. Information Systems will assist Examination by
identifying ERCS security requirements. They will
review current security features and documentation and
obtain additional audit trail and security requirements
from pertinent users of ERCS (including the
recommendations in this report). They will develop an
ERCS security requirements document and distribute it
to ERCS users to obtain concurrence.

Office of Audit Comment: While the above actions will
prepare ERCS for certification, the ClO needs to ensure
that the certification is completed.
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Snce ERCS affects taxpayer
accounts, reviews of audit trail

data should be conducted.

Examination and Information Systems

Management Need to Improve the Monitoring
Capabilities and Usability of the Audit Trail

ERCS contains sensitive tax information similar to
IDRS. ERCSis used for establishing and controlling
Examination cases and for updating Master File
accounts. Requests and updates are input on ERCS then
uploaded to IDRS. These requests and updates are
captured by the IDRS audit trail. However, since the
IDRS audit trail records only the individual performing
the uploading process from ERCS, there is no record
identifying the individual who originally input the action
on ERCS. ERCS did not have an audit trail that
captured this information.

The October 1996 audit report stated that, during one
quarter, at least 39 percent of 61,797 transactions at
three test sites used this IDRS uploading process. Since
then, ERCS use has increased and is now used to update
IDRS for al Examination cases (approximately 1.7
million cases annually).

To reduce the risk of not being able to identify
employees requesting ERCS actions and to provide
effective control over ERCS activity, the October 1996
audit report recommended that the IRS develop an audit
trail system. In addition, the report recommended that
IRS retain ERCS backup tapes until the new audit trail is
implemented.

Information Services developed the audit trail system for
ERCS to record significant events with regard to
security issues. The system does capture most security-
related actions and allows for on-line review of audit
trail information. 2d, 2e- -

2d, 2e--

Page 6



The Examination Returns Control and Integrated Data Retrieval Systems Can
Be Improved to Protect Taxpayer Rights During the Audit Process

In our opinion, the audit trail monitoring capabilities of
ERCS should be similar to those currently used on
IDRS. For example, IRS Data Security and the

External users such as Data
Security and the Treasury
Inspector General for Tax

Administration use audit trail Treasury Inspector General for Tax Administration can
records to review user activity monitor IDRS, but not ERCS, to identify security

and conduct integrity breaches and unauthorized browsing.

investigations.

The CIO’s Office has not placed sufficient emphasis on
the development and implementation of a functional
audit trail. ClO personnel also explained that they have
no plans to consider monitoring ERCS user access until
after the Y ear 2000 programming is compl eted.

Without a process to monitor the ERCS audit trail, the
IRS may not detect inappropriate accesses to taxpayer
data.

Recommendations

2. The CIO should develop and implement a process
for reviewing ERCS user activities. This process
should allow Examination management to review
ERCS user profiles to ensure examiners' capabilities
are commensurate with their duties. The CIO should
coordinate with the Treasury Inspector General for
Tax Administration’s Centralized Case Development
Center (CCDC) to ensure necessary data elements
for future audit trail analyses are captured.

3. The ClIO should ensure the ERCS audit trail process
can be provided to externa usersin a searchable
format to allow for querying on the data over
extended time periods.

Management’s Response: See Management’ s Response
to Recommendation 1.
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Several conditions need to be
addressed before effective
audit trail data can be
provided.

Examination and Information Systems
Management Need to Address Additional
Significant Issues to Provide an Effective Audit
Trail

IRS needs to address several additional significant
issues with ERCS to provide an effective and functional
audit trail.

ERCS audit trails are recorded in a format that
requires additional programming to provide the data
in a usable format.

The ERCS audit trail identifies users by their name.
Most external files that would be matched to ERCS
would use an employee Social Security Number
(SSN) asthe identifier.

The audit trail records for requested actions and for
approvals of those actions are maintained separately
on the ERCS database. The two records must be
combined to identify the approver of an action.

2d, 2e---

Recommendation

4. TheAssistant Commissioner (Examination), with
input from the CIO, should ensure the following
Issues are addressed to enable the ERCS audit trall
to be used to its fullest extent.

Develop a process to convert the audit trail files
to aformat that can be used by reviewers.

Capture al ERCS accesses in the audit trail.
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Examiners acting for their
manager s can approve their
own case actions.

The ERCSrequirements did
not clearly describe what
restrictions were needed.

Capture the user identification and SSN of each
ERCS user initiating action.

The Assistant Commissioner (Examination), with
input from the CIO, should also provide the
necessary training related to the operation of the
ERCS audit trail to al pertinent ERCS users.

Management’s Response:  Examination management
will address these issues and will develop training
relating to the operation and monitoring of the ERCS
audit trail.

Examination Management Needs to Prevent
Examiners in Acting Assignments From
Approving Their Own Requests

The October 1996 audit report recommended that
Examination develop an approval process to provide
effective controls over Examination case activities.
Examination developed its requirements for an approval
process. These requirements were provided to
Information Systems, which then developed and
included the process in the latest version of ERCS.

We tested portions of the ERCS approval process and
determined they provided adequate control over most
Examination cases. However, controls did not prevent
acting managers from approving actions input on their
own inventories by another employee.

Examination’ s requirements were not clear. It had
requested Information Systems to prevent managers
from approving their own requests. The development
staff interpreted the requirement as preventing the
individual inputting the action from also being the
approver of the action. The risk that a subordinate could
be directed to input the request or update was not
addressed in the programming.

Acting managers with assigned inventories have the
potential to control the examination from initiation to
closure. There are numerous acting manager
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assignments throughout the year. The risk of fraud or
abuse of taxpayer rights is increased when acting
managers have the capability to approve any changes to
their assigned inventory.

Recommendation

5. The Assistant Commissioner (Examination), with
input from the CIO, should develop and submit a
Request for Information Services to eliminate acting
managers from having the ability to approve any
changesto their inventory. All changesto an acting
manager's inventory should be subject to second
level managerial approval.

Management’s Response:  Examination management
will request Information Systems to systemically correct
this problem. In the interim, management will provide
written direction to the field requiring that acting
managers with inventories do not approve any actions of
their assigned inventory. This direction will aso require
that when an action of the acting manager needs
approval, it be obtained from a manager from another
group or the branch chief. Management will also
reinforce separation of duties and responsibilities of
managers. Thisissue will be included in the
Examination Peer Review Process.

Examiners’ IDRS Capabilities

Examination Management Needs to Limit
Examiners’ IDRS Capabilities

The October 1996 audit report recommended that group
and mid-level managers should review examiners and
managers IDRS capabilities to ensure that they are
restricted to research only. Thiswould prevent them
from using IDRS to inappropriately open, change or
close tax cases. The Assistant Commissioner
(Examination) subsequently issued a memorandum
directing that managers conduct these reviews and that
new procedures be incorporated into the group

Page 10
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The number of revenue agents
and tax auditors with sensitive
IDRS command codes has
been reduced. However,
further management action is
needed.

Separation of dutiesiscritical
to ensure that employees do
not control multiple aspects of
the examination process.

managers handbook. The memorandum also directed
Examination management to restrict examiners and their
managers to IDRS research command codes only. IRS
guidelines include the same restriction.

We analyzed IDRS command code usage data to
determine whether conditions had changed since the
prior audit. The total number of revenue agents and tax
auditors having command codes that would allow them
to establish case controls dropped from 894 to an
estimated 434. (IDRS data were available for only 27 of
33 districts. For comparison purposes, we estimated the
remaining six districts' usage from the average of the
other 27 districts.)

The actions taken by Examination management have
reduced the risk of inappropriate action on taxpayer
examinations and protected taxpayer rights. While some
examiners still need the capability to establish case
controls, a significant number of examiners who did not
need the capability still had it.

Additionally, ERCS was designed to allow authorized
users to order tax returns and establish, update and close
examination records. Employees who examine tax
returns should not have these capabilities.

We reviewed IDRS command code usage for the quarter
ending June 30, 1998. There were 452 revenue agents,
tax auditors and audit aides in Examination groups with
IDRS capabilities to order tax returns, or establish,
update, and close AIMS records. We included audit
aides in this review since they are aso involved in the
examination process. In addition, as shown in the
following table, many of the examiners had these
command codes and never used them.
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Analysis of Command Code (CC) Usage by
Revenue Agents, Tax Auditors and Audit Aides

TOTAL | # WHO | % WHO
; WITH | DIDN'T | DIDN'T
Many examiners have CAPABILITIES cos | use USE
sensitive command codes
that they do not use. ESTABLISH CASES| 243 209 86%
CLOSE CASES| 86 41 48%
ORDER RETURNS| 151 73 48%

Although there was a reduction in the number of
examiners with these critical command codes, we
believe additional action is needed to limit an
examiner’s ability to establish or change examination
accounts. ThelRSisat risk of integrity breaches when
Examination employees who make decisions about tax
returns also have the ability to physically obtain the
returns or make changes directly to taxpayers accounts.
These combinations increase the risk of unauthorized
modification, disclosure, and destruction of taxpayer
information.

Management did not effectively monitor user profiles or
emphasize the use of ERCS to input these actions. IRS
National Office Examination personnel do not have the
ability to review al IDRS user profiles. However,

Examination personnel at the district level have the
ability to conduct these reviews.

Recommendation

6. The Assistant Commissioner (Examination) needs to
direct district management to review IDRS
Command Code Usage Reports to ensure examiners
have only research command codes in their profiles.
Management needs to remove examiners
capabilities to order tax returns and to establish,
update, and close examination accounts. Also, a
follow-up review by district management should be
conducted quarterly to ensure this processis
effective.
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Casesclosed aserrorsor
unlocatable returns increased
from 17,000 in Fiscal Year
1995 to 76,000 in Fiscal Year
1998.

An analysisof errorsand
unlocatable returns was not
being performed.

Management’s Response:  Examination management
will direct all managers to:

Remove command codes used to order tax returns,
and to establish, update, and close records from the
IDRS profiles of Examination employees who do
not need these capabilities to conduct their duties.

Review the IDRS Security Profile Report monthly.

Certify the review of the IDRS Security Profile
Report to the regions and National Office quarterly.

Case Closures Due to Errors or
Unlocatable Returns

Examination Management Needs to Effectively
Analyze Case Closures Due to Errors or
Unlocatable Returns

The October 1996 audit report stated that Examination
did not have sufficient information to effectively address
the causes of case closures due to errors or unlocatable
returns. This information would alow Examination
management to identify and quantify errors, procedural
deficiencies, and integrity Situations. There were
approximately 17,000 cases closed as errors or
unlocatable returns during Fiscal Year 1995. In Fiscal

Y ear 1998, there were approximately 76,000 cases
closed in this manner.

The Assistant Commissioner (Examination) issued a
memorandum in October 1996 requiring al districts to
analyze case closures due to errors or unlocatable
returns. The results of these analyses were to be
provided to district Examination management annually.
A new form was developed to document the reasons for
these types of closures.

However, the instructions in the memorandum did not
specifically address how or what information needed to
be analyzed. Due to these vague instructions,
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Examination personnel did not consistently perform this
anaysis.

To determine whether the corrective action was
effective, we reviewed documentation of case closures
at eight district offices. Seven of the eight districts were
generally documenting the reasons for these closures.
Only one district had a materially high number of
closures without documentation. However, only two of
the eight districts were analyzing the data and reporting
the results to Examination management.

Without an analysis, Examination management cannot
identify and quantify errors, procedural deficiencies, or
integrity situations. This information is vital to prevent
future occurrences and to identify potential integrity
situations. IRS remains at risk to intentional loss or
destruction of tax information by unscrupulous
employees for persona gain.

Recommendation

7. The Assistant Commissioner (Examination) should
require Examination personnel to report the results
of their analyses of case closures due to errors or
unlocatable returns to the National Office, aswell as
district Examination management. National Office
Examination management should follow up annually
to ensure these analyses are performed.

Management’s Response:  Examination management
will direct the regions and the Assistant Commissioner
(International) to gather the information from the
districts, analyze it and submit results to the National
Office. Two National Office analysts will review the
data and determine potential systemic causes and
possible solutions. Examination will require the
analysis to be done annually.

Conclusion

Management has taken some corrective actions to
improve the control system in Examination. The
improved controls reduced the risk of inappropriate
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action on the approximately 1.7 million examinations
closed during Fiscal Year 1998.

However, additiona actions are needed to enhance the
effectiveness of Examination controls and provide
further protection of taxpayer rights and tax return data.
Otherwise, the IRS risks losing the public’s confidence
in its ability to protect the privacy and security of their
personal and financia information. Examination and
Information Systems need to work together to improve
the effectiveness and functionality of ERCS and IDRS.
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Appendix |

Detailed Objective, Scope and Methodology

The primary objective of this follow-up review was to determine if adequate and
effective corrective actions were taken to correct the material control weaknesses
identified in the prior audit report titled, Review of the Selection, Control and Disposition
of District Examination Cases, dated October 1996 (Report Reference Number 070106).
To accomplish our objective, we reviewed updated procedures, interviewed personnel
responsible for developing, implementing and carrying out automated and manual
procedures, and tested the effectiveness of new procedures. We also tested the
capabilities given to users of two Examination Division computerized case control
systems - the Examination Returns Control System (ERCYS) and the Integrated Data
Retrieval System (IDRYS).

. Todetermineif ERCS met general gover nment security guidelines, we:

A.

Interviewed Information Systems certification personnel to determine whether
the certification testing has been completed.

Interviewed ERCS development personnel to determine the status of completion
of certification documentation.

Accessed the Office of Management Controls Intranet page to obtain
information on Senior Counsel on Management Controls review of Federal
Managers Financia Integrity Act weaknesses and the status of the ERCS
weakness.

II. To determine whether ERCS included an effective audit trail that met
Controlled Access Protection (C2) requirements and user needs, we:

A.

Interviewed Information Systems personnel and one ERCS systems
administrator concerning audit trail procedures.

Reviewed the audit trail requirements communicated to the Chief Information
Officer viaa Request for Information Services (RIS) from Examination to
identify types of actions that need to be recorded.

Judgmentally selected 82 transactions to test the audit trail functionality. We
tested the following transactions that are required to be recorded on the audit
trail: Updates (10), Requests (6), Approvals (17), User Updates (10), and
Research (39).

Reviewed prints of audit trail screens for the 82 transactions above to determine
whether necessary transactions were written to the audit trail.
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E. Discussed the new audit trail process with ERCS devel opment personnel and
one ERCS functiona coordinator, and reviewed new ERCS documentation.

[Il. Todetermineif thelRS had implemented effective ERCS controlsto restrict

examiners and group managers from ordering returns and establishing or
updating Examination's inventory, we:

A. Interviewed the Pacific-Northwest District ERCS coordinator, group managers,
and Examination Planning and Special Programs managers.

B. Reviewed a memorandum issued by the Assistant Commissioner (Examination)
communicating procedures to follow until ERCS enhancements can be
implemented.

C. Reviewed afollow-up memorandum concerning interim use procedures
directing management to remove ERCS capabilities for examiners with
inventory.

D. Reviewed the RIS prepared by Examination that communicated user needs
developed in response to Audit’s recommendations.

E. Reviewed IRS procedures concerning actions requiring management approval.

Analyzed the permissions allowed to 2,661 ERCS users in the Pacific-
Northwest, Ohio, Georgia, and Dallas Districts.

G. Reviewed ERCS documentation concerning user capabilities and the approval
Process.

H. Tested the functionality of the ERCS approval processes (first- and second-
level) for 17 transactions by matching update and requisition transactions for
examining and support functions to ERCS overage approval reports and audit
trail records. The following actions were tested:

1. Status code updates

2. Short closures

3. Employee identification number updates
4. Organization code updates

5. Returnsrequisitions

6. Statute of limitation information updates

I.  Analyzed the approval capabilities given ERCS users at the Pacific-Northwest,
Ohio, Georgia, and Dallas Digtricts.

J.  Tested in the Pacific-Northwest District whether ERCS allows acting managers
to approve actions taken on cases in their own inventory whether input by
themselves or other users.
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V. To determine whether effective ERCS controls existed to prevent managers
from holding their own inventory of cases, we:

A.

E.

Interviewed a National Office Examination analyst, a Pacific-Northwest District
ERCS coordinator, and Examination group managers to identify controls and
procedures over managers holding their own inventory and creation of phantom
ERCS user logons.

Reviewed the RIS developed by Examination concerning ERCS changes, ERCS
documentation to identify changes made to ERCS and their functionality.

Reviewed the Assistant Commissioner (Examination) memorandum concerning
ERCS interim use procedures.

Judgmentally selected 53 managers in the Pacific-Northwest District and
gueried ERCS to identify those managers holding case inventories.

Reviewed the Assistant Commissioner (Examination) memorandum concerning
the use of phantom employees.

To determineif effective controls wereimplemented to ensure that missing

returns wer e adequately accounted for, we:

A.

Reviewed the Assistant Commissioner (Examination) memorandum that
provided procedures for documenting and reporting causes of cases closed due
to unlocatable returns.

Interviewed an Audit Information Management System (AIMS) Analyst in the
National Office to determine if districts were monitoring and reporting the
reasons for these closures.

Obtained AIMS data for all 10,351 cases closed as unlocatable or error returns
from the Treasury Inspector Genera for Tax Administration’s Electronic Data
Processing (EDP) staff for the period January 1, 1998 through May 31, 1998.
EDP was able to obtain data only from the Closed AIMS database. Certain
types of closures remain on the Open AIMS database for approximately 12
months before dropping off. EDP staff estimated that we had approximately 70
percent of the cases we were looking for.

Analyzed the AIMS data to identify trends and unusual conditions.

Judgmentally selected samples (totaling 151) of these closures for eight district
offices (Georgia, Illinois, Los Angeles, Manhattan, North Texas, Ohio, South
Florida, and Pacific-Northwest). We then reviewed documentation retained by
AIMS staff in the district offices to determine whether RS procedures were
being followed and reasons for these closures were being analyzed and reported
to district Examination management.
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V1. To determine whether taxpayer data was adequately secure from inappropriate
access and use by manager s and employees, we:

A.

C.

Discussed Policy Statement P-1-20 issues with ERCS devel opers and reviewed

an electronic mail message showing that the request to remove this data had
been made.

Requested that the ERCS functional coordinator in the Pacific-Northwest
Digtrict access case data through the Manager and Branch Chief screens, and
determined whether deficiency, penalty, and/or interest amounts were present.

Attended the ERCS implementation workshop at the Charlotte Devel opment
Center.

VII.To determineif the Examination function effectively controlled examiners and
group managers 1DRS capabilities, we:

A.

D.

Reviewed the Assistant Commissioner (Examination) memorandum providing
instructions pertaining to IDRS usage which was issued as result of the October
1996 audit report.

Requested IDRS command code usage data (for seven sensitive command
codes) for al Examination employees (IDRS organization codes 600 — 799) and
matched that data to IRS employment data for employees identified with job
series for tax auditors, revenue agents and audit aides. We identified 452
examiners who had at least one of the command codes we were reviewing. We
included employees identified as audit aides in our analysis because they are
often involved in building Examination cases. [Note: We were able to obtain
the IDRS data from only 8 of 10 service centers. Therefore, we had data for
only 27 of the 33 districts in the nation.]

Analyzed the data for the 452 examiners above to identify those examiners with
sensitive command codes and their usage, and compared the results to
conditions found in the prior audit.

Discussed examiners IDRS usage with an Examination analyst.
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Appendix Il

Major Contributors to This Report

Western Region
Stephen Mullins, Regional Inspector General for Audit
Scott Macfarlane, Deputy Regional Inspector General for Audit
Edward Neuwirth, Acting Deputy Regiona Inspector General for Audit
Louis Tancabel, Audit Manager
Alan Lund, Senior Auditor
Debra Dunn, Auditor
Erin Kaauwai, Auditor
Kristi Larson, Auditor
Jeff Randall, Computer Specialist
Larry Reimer, Computer Specialist

MidstatesRegion

David Cox, Auditor
Deadra English, Auditor

Northeast Region

Michelle D. Brasfield, Auditor
Jim McCormick, Auditor

Southeast Region
Elizabeth Stout, Auditor
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Appendix Il

Report Distribution List

Deputy Commissioner for Operations C:DO
Office of Management Controls M:CFO:A:M
National Director for Legislative Affairs CL:LA
Chief Operations Officer OP
Assistant Commissioner (Examination) OP:EX
Chief Information Officer 1S
Deputy Chief Information Officer (Systems) IS
Assistant Commissioner for Systems Development IS.S
Director, Customer Service, Compliance and Management Systems Division IS:S.CS
Audit Liaisons
Chief Operations Officer OP
Chief Information Officer IS
Deputy Chief Information Officer (Systems) IS
Assistant Commissioner for Systems Development IS.S
Customer Service, Compliance and Management Systems Division I1S:S:CS
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Status of Prior Corrective Actions
(As of October 30, 1998)

Appendix IV

Report Title: Review of the Selection, Control, and Disposition
of District Examination Cases (Reference Number 070106)

Recommendation IRS Reported Further Action
Status Needed?

Prioritize the security certification of the COMPLETED YES

Examination Returns Control System (ERCS). May 1996

Retain the ERCS backup datafile. COMPLETED NO
July 1996

Ensure the ERCS RIS includes the devel opment COMPLETED YES

of an audit trail system and includes the February 1997

individual requesting the change.

Coordinate the development of audit trail COMPLETED NO

requirements with Inspection. May 1996

Ensure interim instructions are issued to remove COMPLETED NO

ERCS capabilities from employees who conduct July 1996

audits and limit group managers to read-only

capabilities.

Redesign ERCS user capabilitiesto include a COMPLETED YES

two-step approval process. February 1997

Review group managers for individual inventory COMPLETED NO

assignments on ERCS, July 1996

Redesign ERCS to prevent the assignment of COMPLETED NO

cases to managers. February 1997

Review Integrated Data Retrieval System COMPLETED YES

(IDRS) Usage Reports and restrict examiners October 1996

IDRS capabilities to research only.

Direct Audit Information Management System COMPLETED YES

coordinators to conduct an annua analysis of October 1996

unlocatable returns.

Page 22




The Examination Returns Control and Integrated Data Retrieval Systems Can

Be Improved to Protect Taxpayer Rights During the Audit Process

Appendix V

Management’s Response to the Draft Report

DEFARTMENT OF THE TREASURY
INTERNAL REVENUE SERVICE
WASHINGTON, D.C. 20224

CHIEF OPERATIONS OFFICER February 12, 1699

MEMORANDUM FOR ACTING TREASURY INSPECTOR GENERAL FOR
TAX ADMINISTRATION
N

e
“— vl

FROM: hn M. Dalrymiple
ief Operations Officer

SUBJECT: Draft Internal Audit Report - Internal Revenue Service (IRS) Has
Not Taken Sufficient Corrective Actions to Protect Taxpayers’
Rights on ERCS and IDRS

Attached is our response to recommendation numbers 4, 5, 6, and 7 as contained in
the subject draft Internal Audit Report. itis our understanding that the Chief [nformation
Officer has responded to recommendations 1, 2, and 3.

We trust the final report will contain changes members of our staffs, Alan Lund and
Doreen Hartman, discussed. Briefly, the changes include:

« the removal of all statements that the Examination Returns Control System (ERCS)
should be maintained as a material weakness; (ERCS is included in the Sensitive
System Material Weakness. All action items under the original Intemal Audit Report
have been completed. The current recommendations pertain to actions needed to
certify ERCS as a sensitive system. Therefore, maintaining ERCS as a material
weakness outside of the Sensitive Systems Material Weakness is a duplication.)

- removal of the recommendation that the audit trail capture potential security
violations; and

« the clarification that audit trail training be provided to pertinent ERCS users.
Finally, as discussed with your staff, the re-titling of the draft report puzzies us, as this

was a followup review. Additionalily, it is our opinion that the new title is not descriptive
of the findings. Therefore, we request that the final report contain the original title.
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I would like to acknowledge your staff members, Lou Tancabel and Alan Lund, for
their professionalism and cooperation and the courtesy displayed during this audit.

If you have any guestions, please contact me or have a member of your staff contact
Thomas W. Wilson, Jr., Assistant Commissioner (Examination), at (202} 622-4400.

Attachment
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Attachment

IDENTITY OF RECOMMENDATION #4

The Assistant Commissioner {Examination), with input from the Chief Information
Officer, should ensure the following issues are addressed in a Request for Information
Services (RIS) to enable the Examination Returns Control System (ERCS) audit trail to
be used to its fullest extent, In addition, the Assistant Commissioner (Examination),
with input from the Chief Information Officer, should provide the necessary training
relating to the cperation of the ERCS audit trail to all pertinent ERCS users.

Develop a process to convert the binary audit trail files to a format that can be used by
external users.

Capture ERCS accesses in the audit trail.

Capture the user identification and social security number of each ERCS user initiating
action.

CORRECTIVE ACTIONS

4.1 - Examination will submit a RIS, with the technical assistance of the Charlotte
Development Center, Information Systems (I1S) Security and Certification Program
Office, and Treasury Inspector General for Tax Administration (TIGTA).

4.2 - Examination, with input from Chief Information Officer and IS Security and
Certification Program Office, will develap training relating to the operation and
monitoring of the ERCS audit trail to all pertinent ERCS users.

IMPLEMENTATION DATE
4.1 - Development of RIS, March 31, 1999
4.2 - Provide Audit Trail Training, October 22, 1899

RESPONSIBLE OFFICIAL
Assistant Commissioner (Examination) OP:EX

IDENTITY OF RECOMMENDATION #5

The Assistant Commissioner (Examination), with input from the Chief Information
Officer, should develop and implement a RIS to eliminate acting managers from having
the ability to approve any changes to their inventory. All changes to an acting
manager's own inventory should be subject to second level managerial approval.
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ASSESSMENT OF CAUSE

ERCS does not prevent acting managers from approving actions input on their own
inventories. An acting manager with assigned inventory has the potential to control the
examination from initiation to closure. The risk of fraud or abuse of taxpayer rights is
increased when acting managers have the capability to approve any changes fo their
assigned inventory.

CORRECTIVE ACTIONS

This finding is @ management internat control concern, not an ERCS deficiency. The
practice of an acting manager with an assigned inventory approving or disapproving
actions of his/her assigned inventory is inappropriate. Enhancing ERCS in the future
will strengthen internal controls.

Until implementation of the RIS, written direction will be provided to the field requiring
that acting managers with inventories do not approve any actions of their assigned
inventory on ERCS or otherwise. In imminent situations when an action of the acting
managers needs approval, direction will be provided that a manager from another
group or the branch chief should approve the action on ERCS or otherwise.

Examination, in coordination with TIGTA, has developed and mandated that all
managers attend yearly, a Management Internal Controls Workshop. Among the topics
discussed are General Accounting Office standards concerning documentation,
recording of transactions, execution of transactions and events, separation of duties,
supervision, and access to and accountability for resources. Reinforcement of
separation of duties and responsibilities of managers will continue. Additionally, we will
ask that this area be reviewed during the Examination Peer Review process.

Please note that ERCS does maintain “separation of duty” since another employee
inputs the request even though an acting manager may electronically approve updates
on his or her cwn inventory.

IMPLEMENTATION DATE

5.1 - Memorandum to the Field, February 1999

5.2 - Memorandum to Director, Examination Peer Review, February 1989
5.3 - Update Appropriate IRMs, March 1999

5.4 - Development of RIS, March 1899

RESPONSIBLE OFFICIAL
Assistant Commissioner (Examination) OP:EX
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IDENTITY OF RECOMMENDATION #8

The Assistant Commissioner {Examination) needs to direct district management to
review Integrated Data Retrieval System (IDRS) Command Code Usage Reports.
Examiners should only have research command codes in their profiles. Management
needs to remove examiners’ capabilities to order tax retums; or establish, update, and
close AIMS records. Also, a followup process by district management needs to be
conducted quarterly to ensure this process is effective.

ASSESSMENT OF CAUSE

The IRS is at risk of integrity breaches when Examination employees have conflicting
IDRS capabilities. These combinations increase the risk of unauthorized medification,
disclosure, and destruction of taxpayer information.

CORRECTIVE ACTICNS

Memorandum to all managers will be prepared directing the removal of command
codes (CC) S Avcis, Ama24, AMNON, 'S d ESTAS from the
IDRS profiles of the majority of Examination employees. Employees permitted to retain
the command codes are: the individual and back up responsible for uploading from
ERCS to AIMS, the AIMS Goordinator, ESP employees (excluded are tax examiners
with a case inventory), and clerical support for both PSP and QMS. Additionally,
managers will be required to monthly review and certify the review of the IDRS Security
Profile Report quarterly to the regions and National Office.

For clarification, per Law Enforcement Manual I, LEM (10)71, Exhibit (10)71-4,
command codes AM424. AMNON, and ESTAB are not listed as sensitive command
codes.

IMPLEMENTATION DATE
6.1 - Issuance of Memorandum, February 1999
6.2 - Update Appropriate IRMs, March 1999

RESPONSIBLE OFFICIAL
Assistant Commissioner (Examination) OP:EX

IDENTITY OF RECOMMENDATION #7

The Assistant Commissioner (Examination) should require Examination personnel o
report the results of their analyses of case closures due to errors or unlocatable returns
to the National Office, as well as, district Examination management. National Office
Examination management should follow up annually to ensure these analyses are
performed.
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ASSESSMENT OF CAUSE

In many instances, an analysis of errors and unlocatabie returns is not being
performed. Without an analysis, it would be difficult to identify and quantify errors,
procedural deficiencies, or integrity situations. Weak controls over unlocatable returns
may lead to abuse of faxpayer rights, loss of revenue, or waste of resources.

CORRECTIVE ACTIONS

7.1 - Memorandum to the regions and Assistant Commissioner (Intemational) will be
prepared requesting data be gathered from the districts. The regions will analyze
the data and submit results to National Office.

7.2 - The National Office AIMS Analyst and Customer Service Files Analyst will review
the data to determine potential systemic causes and possible solutions,

7.3 - Update new AIMS/Processing Handbook 104.3 to make this process an annual
requirement.

IMPLEMENTATION DATE

7.1 - Issuance of Memorandum, December 22, 1998
Responses Due from Regions, February 16, 1999

7.2 - Proposed Due Date, March 15, 1999

7.3 - Proposed Due Date, February 1989

RESPONSIBLE OFFICIAL
Assistant Commissioner (Examination) OP:EX
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Response to Internal Audit Draft Report: IRS Has Not Taken Sufficient Corrective
Actions to Protect Taxpayer's Rights on ERCS and IDRS

Recommendation #1

The Chief Information Office must ensure that the certification process for Examination
Returns Control System (ERCS) is completed.

Assessment of Cause:

The ERCS application system was not developed by the Information Systems (IS)
organization, but by a customer organization within IRS. Security requirements were
not built into ERCS for a variety of reasons, such as not clearly understanding security
requirements for application systems, not considering security requirements as
mandatory requirements, and/or hot establishing a high enough priority for the
implementation of security requirements. At the time IS assumed responsibility for
ERCS, security deficiencies had already been reported in a previous Internal Audit
report. At that time the IS development organization tried to obtain detailed
requirements for security enhancements to implement for ERCS, they were
unsuccessful. Therefore, the initial iteration of security enhancements to ERCS has
been judged as insufficient in this report and we agree with this assessment.

Corrective Action for Recommendation 1:

Identify ERCS security requirements for Examination to include in a Request for
Information Services (RIS) to be submitted to Information Systems, Customer Service,
Compliance and Management Systems Division.

Note: The attached milestone chart lists in detail the steps needed for completion of
this corrective action.

Implementation Date:

Completed: Proposed:  06/01/1999
Identify ERCS security requirements for RIS
development.
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Response to Internal Audit Draft Report: 1RS Has Not Taken Sufficient Carrective
Actions 10 Protect Taxpayers’ Rights on ERCS and IDRS

Responsple Officiak
Chief information Officer IS
Deputy Chief Information Officer (Systems) (S

Assistant Commissioner for Systems Davelopment 15:S
Director, Customer Servics, Compliance and Management Systems Division 18:5:C5

Becormmendagiyn #2

The Chigf Infarmation Officer should develop and implement a process for reviewing
ERCS user activities. This process shouid aliow Examination management to review
ERCS user profiles to ensure examiners' capabilities are commensurate with their
duties. The CIO should coordinate with Examination, Centralized Case Development
Center (CCDC) to ensure necessary data elements for future audit trail analysis are
captured.

Assessment of Cause;

See Assessment of Causea for Racommendation #1.

Corrective Actlon for Recommendation 2:

Sae Corrective Action for Recommendation #1.

Implementation Date:

See Implementation Date for Corrective Action #1
Respopst fficial:
See Responsible Official for Corractive Action #1

Recommendation #3

The Chief information Officer should ensure the ERCS audit trail can bs provided to
authorized extemal users in a searchable format to allow for querying on the data over
extensive lima pariods. The CIO should coordinate with Examination, Centralized Case
Development Center {CCDG) to ensure necessary data glements for future audit trai
analysis are captured.
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Rasponse to Internal Audit Draft Report: IRS Has Nt Taken Sufficient Corrective
Actions to Pratect Taxpayers’ Rights on EACS and IDRS

Assessment o use:
See Assessment of Causa for Recommendation #1.
Carractiye Action fo commepdation 3;

Ses Cerrective Action for Recommendation #1.

Implementgtion Date:

See Implemantation Date for Correclive Action #1

Responsible Offigial:

See Responsible Official for Corrective Action #1

Becommendation £4

The Assistant Commissioner (Examination), with direction and input from the Chisf
information Officer, should develop a RIS addressing the following issues to ensure that
the ERCE audit trail can be used to its fullest extent.

Develop a process to convert the binary audit trail files to a format that ¢an be
used by external users.

Capture ERCS accesses in the audit trail.

Capture the user identification and Social Security Numbar (SSN) of each ERCS
user initiating action.

Assessment of Cause:

See Assessment of Cause for Recommendation #1.

Corrective Action for fecommendation 4:

See Corrective Action for Recommendation #1.
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Response 10 lntemal Audit Draft Repont: 1RS Has Not Taken Sufficient Corrective
Actians 1o Protect Taxpayers’ Rights on ERCS and IDRS

Implementation Rate:

See Implamentation Date for Corrective Action #1

Responsible Otfj¢ial;

See Responsibla Official for Corrective Action #1

Reco end
The Assistant Commissioner (Examination), with direction and input from the Chief
Intormation Officer, should develop a RIS to eliminate acting managers from having the

aaility to approve any changss to their inventory. All changes to an acting manager's
own inventory should be subject to second level managerial approval.

Assessment of Cause:

See Assessment of Cause for Recommendation #1.

Corrective Action for Recammendation 5;

Ses Corrective Action for Racommendation #1.
implementation Date:

Sea Implementation Date for Corrective Action #1
Responsibie Official:

See Responsible Official for Corrective Action #1
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Attachment
Milastona List

In rasponse to these recommendations, 15:5:CS:D proposes the following corrective
actions to upgrade the (evel of security for ERCS and to pratect taxpayers’ rights.
1S:5:CS:D will: :

- Document existing ERCS security features to estabiish a baseline, including aceess
controls, auditable events, audit trait data elements, security repsrts and managenal
approval process. [1/31/1999)

- Coordinate with CCDC to obtain their additional audit trail requirements for ERCS.
(2126/1999)

+  Coordinate with Examination ta determine if they have additional security
requirements for ERCS, (2/26/1999)

~ Agree to includs the recommendations to upgrade ERCS Secunty from this Intemal
Audit report. (2/26/1399)

+ Review relavant [RM provisions to determine if other security measures are required
for ERCS. 1S:5:CS:D will require the assistance of the Sacurity Standards and
Evaluations and/or IS Security & Certification Program Office 1o identify relevant
IRM provisions, to pravide copias of the text for our review, and to provide advice
and direction on the adsguacy of proposad security enhancements. (3/15/1999)

» Produce a final ERCS Security Requirements Oocument outlining all of the secutity
enhancements required for ERCS. {3/31/1999)

« Circulate this document for executive concurrence to Examination, Centralized Cast
Development Canter (CCDC), Office of Security Standards and Evaluations, IS
Security & Certification Program Office, Intemnal Audit and inspection to assure that
ERCS Security requirements are agreed to by all parties, {5/14/1999)

- Work with Examination to include the aterementioned ERCS Security Requirements
in a RIS to 1S$:5:CS for response, (5/28/1999)

« Prioritize and analyze ERCS Securily Aequirements and respond back to
Examination with an implementation s¢hadule for these security enhancements.
(7/30/1993) '

= Coordinate with Examination and assist them in revising the previeusly submitted
security certification documentation based on enhancements outlined in the ERCS
Security Requirements Document. (6/30/2000)
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Appendix VI

Definitions of ERCS and IDRS

Examination Returns Control System (ERCYS)

ERCS is a computerized IRS system that automates tax return inventory control. This
includes the adding, updating and closing of tax examination records. It aso automates
the time reporting processes for each IRS district office Examination Division.

Integrated Data Retrieval System (IDRYS)

IDRSisIRS computer system used by employees to (1) research taxpayer account
information, (2) request tax returns, (3) enter transactions on taxpayer accounts, (4) enter
tax collection information for storage and processing, and (5) generate notices to
taxpayers and other collection documents.
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